B beaapycu npoxoaur npouiaakruyeckas
akuua «Kuoep/leTn»

Ha teppuropun Pecnybamku bemxapycs ¢ 23 masa mo 1 uioHs
npoiiger aekana kuodepoOesomacHoctu «KubOeplerm». B pamkax Hee
OPraHu3ylT KOMILJIEKC MepONpPUATHIA, HaNPaBJIEeHHBIH Ha
NPOTUBO/IECTBHE KHOEPNPECTYNMHOCTH W TOBbINIeHUe UH(POBONH
rPAaMOTHOCTH YYANIUXCS M UX POJUTEJICiH, MeJarorn4ecCKux padOTHUKOB.

B pamkax akuuu mpouayT AEJIOBBIE UTPHI, KPYTJIbIE CTOJIBI U JIPYTHUe
Meponpuatusa. BeicTynaTte nepesa aapecaraMu OyJIyT COTPYJHUKH OPTraHOB
BHYTPEHHUX JI€JI, TIPEICTABUTENIN CIICJACTBEHHBIX OPTaHOB, MPOKYpPATYphl U
JIPYTUX CUJIOBBIX BEIOMCTB.

[TonoOHbIe MpopUIAKTUYECKHE aKIIMU B HAIlIEH CTpaHe MPOXOJAT YiKe
HE MEPBBIN IOJl U UMEIOT CBOU PE3YJIbTATHI.

O npobeme B mupax

CornacHo craructuke, B siHBape-ampene 2023 r. Ha TeppUTOPUU
oOsiacTu 3apeructpupoBaHo 622 kubepnpecTyraeHus. boabIIMHCTBO
3apETUCTPUPOBAHHBIX  MPECTYIJICHUH  COCTABISAIOT  XHUILEHUS IMYTEM
MoaudukanuMu KoMmblOTepHOM wuHpopManuu, npudem 88,2% u3 HUX
COBEpIIeHO 0€3 MpsMOro J0CTyna K TEPMUHAJIBHBIM YCTPOMCTBAM C
UCIIOJIb30BAHUEM METOJMK «BHUIIWHIA» W «PUIIMHra», 4YTO CO3JaeT
00OBEKTHBHBIE TTPOOJIEMBI IO YCTAHOBJIEHUIO JIUI] UX coBepmuBIIKNX. M3 62
NPECTYIUICHUH, COBEPUIEHHBIX C  HUCIOJb30BAHUEM  TEPMHHAJIbHBIX
YCTPOMCTB, paclnojioKeHHbIX Ha Tepputopuu PecnyOnuku benapychk (T.H.
«OBITOBBIX»), HA TEKYIIUA MOMEHT PackpbITO 88,7%.
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U(PPOBBIX aKTHBOB, OIEpAalMd C KOTOPHIMH 3a4acTyl0 HE IOJIAI0TCS



pPETYJIMPOBAHUIO, B CBSI3U C YEM HA MPOTsKEHUM siHBapsa-anpend 2023 roxa
BEJIACh  aKTHWBHasg paboTa MO TPECEUECHUI0  JIESITEIbHOCTH  JIUL,
OCYILECTBIIAIOIUX OOMEH MOXMIIEHHBIX JIEHEXKHBIX CPEICTB Ha LU(pPOBBIE
3HAKHU.

[IpaBooxpaHuTeIn OTMEYAIOT, YTO, YUYUTHIBAsA, YTO OCHOBHasg Macca
NPECTYIUICHUH, PErucTPUPYEMBIX 1O  JUHUM  KUOEpIPEeCTYMHOCTH,
COBEpIIAETCS C MCIOJIB30BAHHEM PA3JIMYHBIX METOJHUK COIUATIbHOU
WH)XEHEPUHU, TO TAKUE NPABOHAPYILICHUS MOTYT COBEPIIATHCS TOJBKO MPH
YCIOBHUM, KOTJA JOCTATOYHO OOJIBIIME MAacChl HACEJIEHUS HE BIIAJICIOT
ocHoBamMu  1u@poBoi  Oe3omacHocTH. COOTBETCTBEHHO, JIOBEJECHUE
IPAaBOOXPAHUTENSIMA ATOM HMH(POpMAMU TO3BOJISET JIOAAM H30€XKaTh
nO0A00HBIX NPECTYIICHUH.

Baxno  ormetuth, uyTOo  uHPOpPMATH3AUA ~ OYEHb  OBICTPO
pacrpocTpaHsieTcsi BO Bcex cepax AesTEIbHOCTU. YUYUThIBas aKTUBHOCTb
NOAPACTAIOLIEr0 OKOJICHUS U UX KeJaHHe UCIPOOOBATh KaXAyl0 HOBUHKY,
OHM OoJiee MIUPOKO, YeM JIIOAM CTapUIero BO3pPACTa, HCIOJb3YIOT
KOMIIBIOTEPHBIE TEXHOJOruUu. COOTBETCTBEHHO, BO MHOTOM TO, YTO WM
Ka)KeTCs HEBUHHOM IIAJIOCThIO, HA CAMOM JI€JIeé MOXKET 00pa30BbIBATH COCTAB
IPECTYILICHUS.

Kakue kuOepnpecTyieHusi camMble paclipocTpaHeHHblIe?
BUHIWHI

Bumuar — oaMH W3 METOLOB  MOIIEHHHYECTBA, KOTJa
3JIOYMBIIIJICHHUKN 3BOHSAT XKEPTBE M OT MMEHU OaHKOBCKOTO COTPYIAHHKA
COOOIIAOT, UTO HEOOXOIUMO OCYIIECTBUTH Kakue-nmnoo aerctus ¢ BITK, Tak
KaK KTO-TO JUOO IBITACTCS IMOXHUTHTh C HEE JCHEKHBIC CPEICTBa, JUOO
odopMIIeT KPEIUT, TUO0 MPOU3BOIUT MOJO3PUTEIBHYIO OIIaTy. 3aBJaJicB
PEKBH3HTaMU KapThl, MPECTYIMHHKHA OCYIICCTBIISIOT XHINCHUE ICHEKHBIX
CpEACTB ¢ 0AHKOBCKOTO CUeTa MOTEPIICBIICTO.

OUHINHI

@UIITMHT — BUJI HHTEPHET-MOIIICHHUYECTBA, II€JIbI0 KOTOPOTO SIBJISETCS
MOJy4YeHHE JOCTyNMa K KOH(PUICHIMATHLHBIM JaHHBIM II0JIb30BaTeNCH —
JoruHaM W mapoJisiM. OUIIMHT HUCIOJb3YEeTCs A MOJYYEHHS JTO0CTyIa K
YYETHBIM 3alKCAM TOJIb30BATEJIEH CaMbIX pa3JIWYHBIX PECypcoB, HO
3a4aCTYH0 OH MPUMEHSIETCS JJI XUIIEHUS TaHHBIX MMO0JIb30BaTEJIEH TOPTOBBIX
OHJIAMH-IIJIOMAOK.
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CoseTyicA © POIMITENANM, KAK NIPABIIBHO NOCTYINITS,
EC/I CTONKHYNICA © YEM=TO HENDHATHBIN W NIYTADLLIN

Tlows, 4To 8 YHTEPHETE HAND BbITS
DUEHL=DUEHD BHYMATENbHEI,
DrapAicA WSSETATS DSWIEMN ©
HESHAXOMBIMY RO LM B
OHNATM=MrPAX W COUCETAX,
HE BHINDAHAN BESHYMHO TO,
YTD OHY NONPOCAT TEEA
CHENATS

CBATHUHI

CBaTUHT — 3aBEJOMO JIOXKHBIM BBI3OB TMOJHUIHWHU, ABAPUKWHO-
criacaTelbHBIX CIYKO0, myTeM (GalbIIUBBIX JIOKHBIX COOOIIEHU 00
OTIAaCHOCTH (HAMpUMeEpP, O MUHUPOBAHUHU, YOUMCTBAX, 3aXBaTE 3AI0’KHUKOB).

B mocnemnue roapl cBaTHHT W3 3a0aBbl JOOUTENICH OHJIAWMH-UTP U
XaKepoB MPEBPATHIICSI B MAacCCOBOE SIBJICHHWE W OOJBIIyI0 Tpobsiemy s
MPAaBOOXPAHUTEIBHBIX OpPraHoB  pa3iduyHbIX cTpaH. OOmIecTBeHHAs
OMACHOCTh TAKUX NEIHUM COCTOUT B TOM, UYTO 3aBE€IOMO HEIOCTOBEPHBIE
CBEJCHHS JIC30PTaHU3YIOT HOPMAIbHYI paboTy OOBEKTOB TPaHCIOPTA,
NpEeANPUITUH, TOCYJAPCTBEHHBIX OPraHOB M YUYPEXKIACHUN, OpraHu3alui
HE3aBUCHUMO OT (OpMBI COOCTBEHHOCTHU. B CBOI0O ouepenb, 3TO MPUUYUHSIET
CYIIECTBEHHBI SKOHOMUYECKUM Bpell Kak CyObeKTaM XO035IMCTBOBAHMUS, TAK
u rpaxkaanam. [Ipu 3Tom nHpopmarusi 0 BO3MOKHOM B3PBIBE, MOJKOTE JTHOO
WHBIX JEUCTBUAX, MPEANOJaraloniux TsHKKHE TIOCIEACTBUSA, CIOCOOHA
MOCesITh MAaHUKY CPEAu HACEJICHUsI U BHECTH HEYJIOOCTBAa B MOBCEIHEBHYIO
KU3Hb.

A1OC-arakn

DoS — 3T0 araka Ha BBIYHUCIHUTEIHHYIO CUCTEMY C IEIBI0 TOBECTH €€
JI0 0TKa3a, TO €CTh CO3/IaHUE TAKUX YCJIOBUI, TPU KOTOPHIX TOOPOCOBECTHBIE
MOJIb30BATENIM CUCTEMbI HE MOTYT MOJYYHUTh JOCTYI K MPEAOCTABISIEMbBIM
CUCTEMHBIM pecypcaMm (cepBepaMm), JuOO 3TOT JOCTyN 3aTpyaHeH. B
Hactosimiee Bpemss DoS u DDoS-ataku momysisipHbl T€M, YTO TMO3BOJISIOT
JIOBECTH JI0 OTKa3a MPAKTUYECKHU JIFOOYIO CUCTEMY.



I'PYMUHI

['pyMUHT — 3TO BXOJAEHHUE B3POCJIOr0 YeJIOBEKA B IOBEpHUE K peOCHKY
C  ULEIbI0  CEKCYaJIbHOTO  CaMOYAOBJIETBOPEHHS.  3JOYMBIILICHHUK
JTUCTAHIIMOHHO HANIlyNbIBAa€T CBSI3b C PEOCHKOM uepe3 COIlMaJibHbIE CETH,
MECCEHIXKEPhI, OHJAUH-UTPHI, FJICKTPOHHYIO MOUTY. 3aT€M MOXET BHIHYJIUTh
pebenka mpucaate ¢ororpaguu HMHTUMHOIO XapakTepa, BOBJIEYb B
U3TOTOBJICHUE MOpPHOTpaQUUECKUX MATEPHUATIOB, CKJIOHUTh K HHTHUMHOM
BCTPEYE B PEAIBHOCTH.

KUBEPBYJIVIMHI'

KubepOymmuHr — TpaBiisi MOJIb30BATENsl Yyepe3 BCE KaHaJbl CETEBOIO
oOIIeHUs: CcomMMaabHBIC CETH, (OPYyMBI, YaThl, MeCCeHKephl. [IpoBOIUTH
TPaBJIO MOTYT KaK OJIHOKJIACCHUKH, WHTEPHET-APY3bs H T.A., TaK H
COBEPIIEHHO MOCTOPOHHHE JIOAU. JTa (HopMa MCUXOJOTHYECKOTO Teppopa
MOXET TPUHUMATh pa3Hble OOJMYMS: OCKOPOJEHUS dYepe3 JUYHbIE
cooOIeHuss, NyOoJMKalus MW pacHpoCcTpaHeHHE KOH(DUACHIMATHHOMH,
IIPOBOKAIIMOHHOW WH(MOpMAIU O JKepTBE;, (U3MUYECKas arpeccuss W Tak
nanee. [lpwumHbl KuOEpOYJIIWHTa: YYBCTBO TIPEBOCXOJCTBA, 3aBUCTD,
qyBCTBO TMPEBOCXOJICTBA HAJ COMEPHUKOM, YYBCTBO COOCTBEHHOM
HEIOJHOIIEHHOCTH, caMopeanu3alusi. Yrpo3a HOBOTO BpPEMEHHM — Tak
Ha3bIBa€MbI€ TPYMIbl cMEPTH. M XOTsI OOBIYHO CO3MATENSIMU TaKUX TPYMI
SBJSIIOTCA CaMH TOAPOCTKH (IIeNb — «XaWmy, Kax7a OCTPHIX OLIYIICHUM,
KETaHWEe IOMHUHUPOBATh W YMPABIATH IPYTUMH), B TMOJOOHBIX TpyIIax
co3laeTcs OnarompusTCTByIomas armocdepa s KyJIbTHBUPOBAHUSA
CYHIIUIAJIbHBIX HAMEPEHHH.

SAMOMHUTEL s

HEJIb3f1 COOBLLUATb (MEPEAABATb) U KOMY-JINB0 NOKA3bIBATb:

nacnopTHbie
«JIOMMH» U «Maposib» AOCTYNa K pa3findHbIM ¢
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Kak n3dexatb yJ10BOK MOIIEHHUKOB?

- He 6600ume oamnnvie kapmoi (0cobenHo - cpok deticmeus u CVV-ko0) Ha
caumax, Kyoa nepeuwiiu no ccolikam om Heznaxkomyes. He coecnawaiimecw
YX00ums ¢ MOpeo8oU NAOWAOKU U NPOOOIHCAMb HEPEenucKy 6 Opy2om
APUNOHCEHUL.

- He nepexooume Hu no KaKum CCbLIKAM U3 RUCbMA (0adice eciu OHU sIKOObl
gedym Kk pesyivmamam uepul). Yepez nouckosux yzuaiime, 0eucmeumeibHo
JiU po3vlepblid ObLl NPOBedeH, eCMmb U Opy2ue npu3epbol.

Ilomnume, umo 6u3yaIbHO 3aMeMmums NOOMEHY CLONCHO, HO eCmb
Xapakmepuvle MapKepbi:

- 3aMoueK cleda om a0pecHol CMPOKU He 3AMKHYM UIU eCMb HAONUCDH
«He 3awuwenor;

- 9JIeKMPOHHBIU A0peCc HeHACMOoAWUL UL OYK8bl 8 Hem nepenymansl (bel-
post.by emecmo belpost.by, bealrusbank.by emecmo belarusbank.by).

- He nepexooume no ccolikam Ha He3HAKOMble PeCypchl: C UX NOMOUBIO
MOUEHHUKU NbIMAIOMCA 3apa3ums 8aul KoMnvlomep uiu meiepon supycom
U yKpacms 8auiu iuuHsle OanHble.

- He gvicvinatime denez uenogexy, ¢ KOmopvlM 6bl JUYHO He 3HAKOMbL, U
Yo mem Oosee He HA3bL8ALIME eMY TUYHYIO UHDOPMAYUIO, CHOCOOCMBYIOULYIO
83/10MY OAHKOBCKUX OAHHBIX U KPAMCE OCHEN’CHBLX CPeOCm8.

- He nepexooume no ccolikam Ha He3HAKOMble Pecypchl: C UX NOMOUBIO
MOUIEHHUKU NbIMAIOMCs 3apa3ums eaul KOMAvlomep uiu menepon upycom
U yKpacms 8auiy JuyHble OaHHble.

- Ecnu y eac ecmv comHeHus 6 JauuHocmu nokynamens, Jayuuie
CO360HUMECH C HUM, HCELAMENbHO NO 8U0e0CEA3U. Mnu, eciu 91mo 803MONCHO,
npeonodcume JTUYHYIO 6Cmpeyy.

Yeaorrwcaemvie zcpaswcoane, 6 nawoou cumyayuu HeooOX00UMO
nPoOAGAAMb OOUMENbHOCMb U NOMHUMb, YMO AOCONIOMHOE 00IbUMUHCMEO
KubepnpecmynjeHuil cmanoeamcs 603MOJICHBIMU 66Uy
HeoCMOMPUMENbHOCHU CO CIHOPOHbBL NOJIb306AMENA.

Eciu 6 omuowenuu eac aubo eawiux OAUKUX COGEPUIEHO
nPOMUBONPABHOE OesAHUe — HEeMeOJIeHHO Ccooduwume 00 Imom 6
npasooxXpanumesbHvle Op2aHbl.

Ilo ungopmayuu YBJ/[ Bpecmckozo obaucnonkoma



